fEm>. Yashoda Shikshan Prasarak Mandal’s

R YASHODA TECHNICAL CAMPUS, SATARA
\i( An Autonomous Institute

YSPM FACULTY OF ENGINEERING

Department of Computer Science & Engineering (Cyber Security)

S.Y. B.Tech SEMESTER III

Teaching Scheme Evaluation Scheme
Course = Theory Practical
Course Code S Course Name LitlelsL g Schieme - Min. i Min. Total
- AX- | Pagsing |V O x- Passing
Data Structures and B 20
0UCYPC301 | F X 11 mf;thn‘is e lalilo|sla] mse [ 20 | a0 | - : 100
g . ESE | 60
ISE 20
0UCYPC302 F Computer Networks 3101043 MSE 20 40* - - 100
ESE 60
Object Oriented 35 20
OUCYPC303 | F Rt 3/0[0]|4|3| MSE | 20 | 40* | - 3 100
Programming
ESE 60
ISE 20
oucypcsosa | £ | P atabasse Management | ;| o | | 4|3 [MsE [ 20 | 40* | - ; 100
ystems ESE 60
. ISE 20
OUCYPC305 | F ?:ybflr Sec‘mlty 3/0(0|4|3 MSE | 20 | 40* | - ; 100
undamentals ESE 50
oucyveses | F | EnvironmentalStudies |, | o\ o1y 12| 1 | s0 | 40% | - : 50
Engineering
0UCYHM307 FE Economics 2|10(0|1]|2]| ISE 50 40% - - 50
Data Structures and ISE = ' 25
0UCYPC308 F.E J B 2 [ ] 25%% 50
Algorithms Lab ESE 25
Computer Networks ISE : . 25 Sk
0UCYPC309 F Lk Qg 2 I ESE 25 25 50
1 i ISE - - 25
OUCYPC310 | F Object Oriented olol2]1]1 25%¢ | 50
Programming Lab ESE 25
0UCYVS311 E Security Tools Lab g o 2] 11 ISE - - 50 25%% 50
TOTAL 19 08
Total Contact Hours Per Week 28 27|24 TOTALM S 800
Course | Program | Program | Open Multi Value Yocational Ability Humanitie | Internsh | Proje Co- Tot
Catego | me Core me Eleeti | Disciplina | Educati and Skill Enhancem s and ip ct curricul al
ry Course Elective ve ry Minor on Enhancem | ent Course | Manageme ar
Course Cours Course ent Course nt Course Courses
e
PC PE OE MD VE VS AE HM IR PR CcC
Credit 19 5 - P 2 1 5 2 s = F 24

ISE :-In semester evaluation , MSE: - Mid Semester Examination, ESE: - End Semester Examination

Note- * Scoring 40% in ESE is essential and Combining ISE+MSE+ESE=40% for theory courses.
** [SE-50%:ESE-50%, combined together need to be 50% for laboratory courses.
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Yashoda Shikshan Prasarak Mandal’s
YASHODA TECHNICAL CAMPUS, SATARA
An Autonomous Institute

FACULTY OF ENGINEERING

YSPM . . . &
Department of Computer Science & Engineering (Cyber Security)
S.Y. B.Tech SEMESTER IV
; Evaluation Scheme
. Teaching Scheme Theory Practical
Course Code D ou)"se Course Name o . . Total
omain LitTlplsL 2 Scheme Max Min, Max Min.
5 * | Passing * | Passing
ISE 20
4 LS . y =
0UCYPC401 F Operating Systems 3 4 | 3 [ MSE | 20 | 40 100
ESE 60
ISE1 20
0UCYPC402 F Applied Cryptography 384 3 MSE 20 40% - - 100
ESE 60
ISE 20
0UCYPC403 F Web Application Security[ 3 (00| 4 | 3 MSE 20 40% - -
100
ESE 60
Sy ISE 20
oucypcdos | | CYber S‘;ﬁ“{‘ty ‘E Modern| . 1ol 0| 4| 3 Fogss T 201 40* | - - | 100
Bt ESE | 60
ISE 20
0UCYMD405 F MDM 1 3/0/0|4]( 3| MSE 20 40% & - 100
ESE 60
OUCYVE406 | F.E Universal Human 2(olo|3]| 2| 18sE | 50 | 40% | - - | 50
Values
OUCYHM407 | F Entrepreneurship 2/0lof3|2| sE | 50 | 40 | - - 50
Development
F 5 ISE - - 25
0UCYPC408 Operating Systems Lab |0 [0 2 | 1 | 1 RSE 55 25%* 50
F [ ISE - - 25
O0UCYPC409 Web Security Lab 4 2 A | 1 ESSE 25 25%% 50
OUCYAE410 F Ability Enhancement Lab| 0 [0 | 2 | 1 | ISE - - 50 25%% 50
OUCYIR411 F.E Internship-I 0 412 |2 ISE E - 50 | 25%* | 50
TOTAL 19 10
31| 24 TOTAL MARKS 800
Total Contact Hours Per Week 29
Course Program Programm Open Multi Value Yocational Ability Humanities Internshi Projec Co- Tota
Category me Core e Elective Electiv Disciplinar Educatio and Skill Enhancemen and p t curricula 1
Course Course e ¥ Minor n Enhancemen t Course Managemen r Courses
Course Course t Course t Course
PC PE OE MD VE VS AE HM IR PR CC
Credit 14 2 ~ 3 2 2 1 2 z 2 E 24

ISE :-In semester evaluation , MSE: - Mid Semester Examination, ESE: - End Semester Examination
Note 1 - * Scoring 40% in ESE is essential and Combining ISE+MSE+ESE=40% for theory courses.
** |SE-50%:ESE-50%, combined together need to be 50% for laboratory courses.
Note 2- Internship I: Students are expected to complete 60 hours of internship after the third semester, and its evaluation will
be conducted in the fourth semester.

Total Credit in SY
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R YASHODA TECHNICAL CAMPUS, SATARA
\Li.( An Autonomous Institute
YSPM FACULTY OF ENGINEERING
Department of Computer Science & Engineering (Cyber Security)
T.Y. B.Tech SEMESTER V
Teaching Evaluation Scheme
Course Scheme
Course Code i Course Name = Theory Practical | TOTAL
Domain S - Schem - =
LT P .| B Ma Min. | Ma | Min.
) € ) Passing | x. |Passing
ISE 20 - -
0UCYPCS01 | F Segﬁrﬁni‘;ﬁ:m 0|0|4|3[MSE 20| 40 100
g g ESE | 60
: . ISE 20 - -
OUCYPCS502 | F %:ligf‘rl;:sgkﬁg t?:lld 0/0[4|3|MSE [ 20 | 40* 100
g ESE | 60
ISE 20 - -
0UCYPES5S03 F PECI 0(0|4]|3) MSE | 20 40%* 100
ESE | 60
OE1 ISE 20 - -
0UCYOES504 F (MOOC) 0|/0|4|3| MSE | 20 40%* 100
ESE | 60
ISE 20 - -
0UCYMDS505 F MDM 11 0/0|4|3| MSE | 20 40%* 100
ESE | 60
O0UVCYES06 F Constitution of India 0({0(1]|2]| ISE 50 40* 50
Secure Software ISE - - 25
YPC507 F.E ; : 241 %
HRE > Engineering Lab - ‘ ESE 25 = 0
; i ISE - - 23 | 25%%
0UCYPC508 F Ethical Hacking Lab o Bl ESE 75 50
Vocational and Skill *k
0UCYVS509 F Enhancement Lab 012|1|1]| ISE = - 50 | 25 50
OUCYAES10| F bty g‘“hmem"“t o|lo|3|2| 1sE |s0| a0* | -| - | so
ourse
s : ISE - - 25
0UCYPRS511 F.E Mini Project (o 1 R s U ESE - 25 25%% 50
0UCYCC512 F Co -curricular Courses 2|11 ISE - - 50 | 25%* 50
TOTAL 19| 0 |10 RKS
Total Contact Hours Per Week 29 29124 TOTAL MA. 8
Course Programm | Programm Open Multi Value Vocational Ability Humanities Internshi Projec Co- Tota
Categor e Core e Elective Electiv | Disciplinar Educatio and Skill Enhancemen and ] t curricula 1
¥ Course Course e ¥ Minor n Enhancemen t Course Managemen r Courses
Course Course t Course t Course
PC PE OE MD VE VS AE HM IR
Credit 8 3 3 3 2 1 2 - .

ISE :-In semester evaluation , MSE: - Mid Semester Examination, ESE: - End Semester Examination
Note- * Scoring 40% in ESE is essential and Combining ISE+MSE+ESE=40% for theory courses.
** [SE-50%:ESE-50%, combined together need to be 50% for laboratory courses.
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T YASHODA TECHNICAL CAMPUS, SATARA
= An Autonomous Institute
YSPM FACULTY OF ENGINEERING
Department of Computer Science & Engineering (Cyber Security)
T.Y. B.Tech SEMESTER VI
i Evaluation Scheme
_— Teaching Scheme Theory Practical
Course Code Daatn Course Name _.E Bk Min Min Total
L|{T|{P|SL e Max. Passi ° | Max. &
o assing Passing
Digital Forensics ISE 20
0UCYPC601 F and Incident 3(0(-1|4 3 MSE 20 40* - - 100
Response ESE 60
Cyber Security ISE 20
0UCYPC602 F Operationsand | 3 (0| 0 | 4 3 MSE 20 40* - -
100
S0OC ESE 60
ISE 20
0UCYPEG603 F PECII 3/10(0] 4 3 MSE 20 40* - - 100
ESE 60
ISE 20
0UCYPEG604 F PEC ITI 3|08 |4 3 MSE 20 40% - - 100
ESE 60
ISE 20
OUCYOEGOS F OEII 310(0) 4 3 MSE 20 40* - - 100
ESE 60
ISE 20
0UCYMDG606 F MDM 111 210|023 2 MSE 20 40* - - 100
ESE 60
Vocational and
0UCYVS607 | FE o olol2]1] 1 8E | - - | s0 | 25% | s0
Enhancement
Lab
F Digital Forensics | ISE - - 25 ek
0UCYPC608 ik Qo2 1 1 ESE 25 25 50
F SOC and ISE - - 25 2%
0UCYPC609 Security 0(0]2 1|1 1 50
Analytics Lab ESE 25
Project Phase- 1 e e o B
OUCYPR610 F,E 00 3 2 ESE = 2 23 50
0UCYCC611 Internship-II 0[0]4] 3 2 ISE - - 50 s 50
TOTAL 17 14
Total Contact Hours Per Week 3 2 24 TOTALM 3 s
Course | Program | Program | Open Multi Value Vocational Ability Humanitie | Interns | Proje Co- Tot
Catego | me Core me Electi | Disciplin | Educati | and Skill | Enhancem s and hip et curricul | al
ry Course Elective ve ary on Enhancem | ent Course | Managem ar
Course Cours Minor ent Course ent Courses
e Course Course
PC PE OE MD VE Vs AE HM IR PR CC
Credit 8 6 3 2 - | - - 2 - 24

ISE :-In semester evaluation , MSE: - Mid Semester Examination, ESE: - End Semester Examination

Note 1 - * Scoring 40% in ESE is essential and Combining ISE+MSE+ESE=40% for theory courses.

** ISE-50%:ESE-50%, combined together need to be 50% for laboratory courses.

Note 2- Internship I: Students are expected to complete 60 hours of internship after the fifth semester, and its evaluation yi

be conducted in the sixth semester.

Total Creditin TY
SEM-I SEM-II SEM-III SEM-IV SEM-V SEM-VI TOTAL
2 22 24 24 i Vi
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An Autonomous Institute

FACULTY OF ENGINEERING
Department of Computer Science & Engineering (Cyber Security)

B.Tech SEMESTER VII

Teaching Evaluation Scheme
Scheme
Course Code Cour.se Course Name = Theor}: Practical TOTAL
Domain S | =| Schem Min. :
L T|P & Max . | Ma | Min.
L 3 e Passin y
3 " X. |Passing
ISE 20
0UCYPCT701 F Cloud and IoT Security 3/0[0|4|3| MSE | 20 40* - - 100
ESE 60
4 ISE 20
0UCYPC702| F Al for Cyber Security | 5 | o | o | 4| 3 "MSE [ 20 | 40* | - ; 100
and Threat Intelligence
ESE 60
ISE 20
OUCYPE703| F PEC IV 3(0[0]4]3| MSE | 20 | 40* | - = 100
ESE 60
ISE 20
OUCYPE704 F PECV 3(0(0|4|3| MSE | 20 40%* - - 100
ESE 60
ISE 20
OUCYSMD7° F MDM IV 3|olo|4|3[MSE 20 40* | - | - | 100
ESE 60
ISE - - 25
OUCYPC706 | FE Cloud and IoT ololzl1]1 25%+ | 50
Security Lab ESE - - 25
Al and Threat ISE s - 25
0UCYPCT707 F.E - 21 L1 25%%
Intelligence Lab | © | ° SR |2 | = g
Project Phase- 11 e
O0UCYPR708 F 010 8|6|4 ESE 50 | 25%* 100
0UCYIR709 E.E Co-curricularCourses |0 |02 | 1| 1| ISE - - 50 | 25%¢ 50
TOTAL 15|/ 0 |14 MARK
Total Contact Hours Per Week 29 e TOTAL S 750
Course | Program | Program | Open Multi Value Vocational Ability Humanitie | Internsh | Proje Co- Tot
Catego me Core me Electi | Disciplina | Educati and Skill Enhancem s and ip ct curricul al
ry Course Elective ve ry Minor on Enhancem | ent Course | Managem ar
Course Cours Course ent Course ent Course Courses
€
PC PE OE MD VE VS AE HM IR PR cC
Credit 8 6 - 3 F - 3 . % 4 1 22

ISE :-In semester evaluation , MSE: - Mid Semester Examination, ESE: - End Semester Examination

Note- * Scoring 40% in ESE is essential and Combining ISE+MSE+ESE=40% for theory courses.
** ISE-50%:ESE-50%, combined together need to be 50% for laboratory courses.
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YASHODA TECHNICAL CAMPUS, SATARA
An Autonomous Institute

FACULTY OF ENGINEERING
Department of Computer Science & Engineering (Cyber Security)

B.Tech SEMESTER VIII

Teaching Scheme Evaluation Scheme
Theory Practical
Course Code D((::(::;:: Course Name .:g o Min Min Total
L|T|P|SL g Max. . | Max, L
O Passing Passing
ISE 20
0UCYPES01 F PEC VI MOOC)| 2 |-|-| 4 3 MSE 20 40%* - -
100
ESE 60
ISE 100 .
OUCYIR802 | F,E - | - |- - (25| 8 o s £ T00 | 100%* | 200
TOTAL 2 =2
Total Contact Hours Per Week 4 1 TOTAL MARKS 300
Course Programm Programm Open Multi Value Vocational Ability Humanities Internshi Projec Co- Tota
Categor e Core ¢ Elective Electiv Disciplinar Educatio and Skill Enhancemen and p t curricula |
¥ Course Course e ¥ Minor n Enhancemen t Course Managemen r Courses
Course Course t Course t Course
PC PE OE MD VE VS AE HM IR PR cC
Credit - 3 - - - - - “ 8 - - 11

ISE :-In semester evaluation , MSE: - Mid Semester Examination, ESE: - End Semester Examination
Note 1 - * Scoring 40% in ESE is essential and Combining ISE+MSE+ESE=40% for theory courses.
** ISE-50%:ESE-50%, combined together need to be 50% for laboratory courses.

Note 2- Internship I1I: Students are expected to complete minimum 240 hours of internship during eighth semester and
evaluation will be within same semester

Total Credit in BTech
SEM-I SEM-II | SEM-III SEM-IV SEM-V SEM-VI SEM-VII | SEM-VIII TOTAL
22/20 20/22 24 24 24 24 22 11 171
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